'
unisystem
OIINCAHUE MEXAHU3MOB 3AHINTHI
NAHHBIX IIIVTHO3A ITPUEMA-IIEPE JAUN

TAHHBIX



[Tepemaua gaHHbIX Mexay Illmo3oM mpuema-niepefiauv AaHHbIX (IIT10) wu
KaCCOBBIMHU arraparamu OCylecTB/seTcs rnocpeactsoM rnporokosa HTTPS. HTTPS
(Hypertext Transfer Protocol Secure) — pacimupeHue tmiporokosa HTTP,
noJiiep>kvBatoliee 1vdpoBaHue. [laHHble, nepefgaBaeMble 1Mo Tipotokony HTTPS,
«yTaKOBBIBAKOTCS» B Kpuntorpaduueckuid rmpotokon SSL, Tem camMbIM
obecrieurBaeTCsl 3alUTa 3TUX JaHHBIX. B ormuume ot HTTP, gma HTTPS mo
yMoJiuaHuto ucnosb3yercsa TCP-tiopt 443.

HTTPS obecrnieunBaeT 3all[UTy OT aTak, OCHOBAaHHBIX Ha TMPOC/YLIWBaHWUU
CeTeBOro coefiuHeHHsI — OT CHU(depCKUX aTak M aTak THIa man-in-the-middle ripu
yCJIOBUH, UTO OyAyT MCII0/Ib30BaThCs MIMGPYIOIe Cpe/iCTBa U cepTU(UKar cepBepa
TIPOBEPEH U eMy [JOBEpSIOT.

B cBoro ouepenb mpoTokos SSL KOTOphIi OTBeuaeT 3a KOH(MUAEeHIMaTbHOCTD
naHHbIXx B mpotokose HTTPS, cobGctBeHHO obecrieurBaeT —yCTaHOBJ/IEHHE
6e30racHOr0 COeAVHEHUsT MeXKAY K/IMEeHTOM U CepBepoM (B KOHKDETHOM CJyuae
MeXXay KaccoBbIM arraparoM u I[llnro3om IITII). TIpotokon SSL coctout u3 AByX
TIOATIPOTOKO/IOB: TPOTOKO SSL 3armucu v pykorioxkarus. IIporokon SSL 3amucu
onpeziesiser ¢dopMat, HCIO/Mb3yeMblli /s Tiepefaud AaHHbix. IIporokon SSL
BK/TIOUAeT PYKOMO)KaThe C MCIOb30BaHWeM IpoTokKosa SSL. 3amumcu s oOMeHa
cepysiMUA COOOIIIeHN MeX/Ty CepBepOM U K/THEHTOM (K/TMEeHTOM BBICTYTIaeT KaCCOBBIT
arrapatr) BO BpeMsl YCTaHOBJIEHWs TepBOro coeAwHeHus. [Ins paboter SSL
TpebyeTcsi, uToObI Ha cepBepe UMesicst SSL-cepTUdUKaT.

SSL npepocTrasiseT KaHasl, UMLK 3 OCHOBHBIX CBOUCTBA:

*AyteHTudukaiusi. CepBep Bcerja ayTeHTU(UIIMPYeTCs, B TO BpeMsl Kak

K/IMEeHT ayTeHTU(ULIMPYeTCs] B 3aBUCUMOCTH OT aJlrOpPUTMa.

*lleioctHOCTb. O6MeH COOOIeHUSIMM  BK/IHOUaeT B ce0si  TPOBEPKY

11eJIOCTHOCTH.

*KoHnbwuzeHmanbHoCTh  KaHana.  IlludpoBaHue  ucmonb3yercs — moce
yCTAQHOBJIEHUS] COeAVHEHUS] U WCIONb3yeTcs [Jii BCeX TOC/eNyHOIIUX

COOOIIIeHHH.



Ins obecrieuenusi pabotbl TpoTokona SSL, a cmemoarensHo u HTTPS,
BCTPOEHHbIe MOJeMbl KacCoBbIxX arraparoB mozend MINI-T400ME u cepsep I1l1r03a
[II11  ocHaweHsl  mpoBepeHHbIMU  SSL-ceptudukaramu.  CremoBaTesbHO,
PYKOBOJCTBYSICb cCrieli(uKalusiMd TmipoTokosia SSL, mepej HauyajoM mepejaud
JaHHBIX, KaccoBble armaparbl U 11103 0OMeHMBalOTCS CBOMMM CepTU(UKaTaMu U
TIPOMCXOJUT TIpoLielypa PYKOIIOXKATHsl, CIeJCTBUEM KOTOPOM SIBISIETCS yCTaHOBKA

0e301acHOr0 COeIMHEeHUS.



